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|:| Domain/Vehicle Controller

C] Deeply Embedded ECUs
E::] Obsolete ECUs

I:l Part of Software Defined Vehicle eco-system
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Software-Defined Vehicle
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SDVOD=HIc i ELRESE:

DevOps
« Cl/CD
« Efficient use of cloud

Mixed criticality and
Distributed real-time system

* Orchestration according to criticality
* Determinism in distributed environment

System modeling

* Formalization of architecture
and requirements of system

Digital twin

» Management of devices, OTA
 Data collection and QA, simulation

by suing data . .
Microservice

* Loose coupled system architecture
* Service discovery, dynamic orchestration
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Standard I/F and API

* I/F and APl independent of OEM, Vehicles

De-coupling SW and HW

* VM, Container, Middleware

* Software can work on any Hardware

Abstraction of
communication protocols

* Aggregation or unification of protocol
* Framework, Middleware

532
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Toolchain Cl/CD SW Distribution Collaboration Monitoring
Tool AP|

SDVI3ZD1Y5-J1-A(C
FYUEKRENSN D

VAT LW EHICENE32
FEAVI-TI-ADEZEELY,
WA ECRD

Digital Twin Predective Maintenance

Platform Services

Functions / Applications

Function 1 Function 2 Function 3

Automotive SW Platform

Execution Environment Edge Enabler Simulation & Verification Services

Data Center (Cloud / On Premise)

Zones / ECUs Actuators Models Scenanos
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SDVICEd 9 B1E:

E{LIEEN-SDVORBOYINIIT -7 IFrORBKETIV AT A(1)-

[JAuTosAr

DevOps Workbench
Objective: Develop and establish standardized SW framework and
open E/E system architecture for intelligent mobility ‘ Toolchain Cl/CD SW Distribution Collaboration Monitoring %
ASAM ] Toolchain APl 7 %
Objective: Open Standards from Pegasus, Service Oriented Vehicle 5 _Con_'lpute Platform Cloud
Dlagnostics F unctions / Applications
Khronos Digital Twin I Predictiy &
Objective: open standards for 3D graphics, Virtual and Augmented Vehicle Domains
Reality, Parallel Computing, Machine Learning, and Vision Processing
[ soaree

Clo ud Ser\ices

Objective: Cloud-native architecture enhanced for mixed-criticality
automotive applications; building on technologies which define
standard boot and security requirements for Arm architecture

D Eclipse SDV

£ 1v.comotive SW Platform
I

P . . dge Enabler
Objective: Open technology platform for the SW defined vehicle of the . — m : b on fnae
future; focused on accelerating innovation of automotive-grade in-car D sese SW | BSBEIZK,
software stacks using open source and open specifications
Gaia-X, Catena-X |
Goal: Gaia-X European data infrastructure for Hyperscaler F\V Platform, % | Data Center
Catena-X tracability in supply chain % 7 Hardware

. . . Cloud / On Premi
DCIoud Native Computing Foundation (CNCF) mise)
Objective: CNCF is the open source, vendor-neutral hub of cloud

native computing, hosting projects like Kubernetes and Prometheus to Vehicle Infrastructure Sensors I Zones / ECUs l Actuators J
make cloud native universal and sustainable.

*Example view without being complete
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SDVICBI S B1FRHEALIEED-sOVOrp 0V I b7 P- 470 FrOLBRETIV AT A(2)-

] COVESA (former GENIVI)

- ) ) o ) DevOps Workbench

Objective: Connected vehicle systems including in-vehicle, at-

edge and in-cloud services, interfaces and data exchange. Toolchain Cl/CD SW Distribution Collaboration Monitoring

Extension of W3C Common Vehicle Interface Initiative (CVII) 2 Toolchain APl % %
Compute Platform Cloud

. F unctions / Applications
AUTOSAR & COVESA Collaboration
Objective: Digital Twin Predictiy e]Maintenance

Exchange of vehicle data, described by COVESA's Vehicle Signal Vehicle Domains
Specification (VSS), between the cloud and AUTOSAR's Clo id Se
platforms for in-vehicle communication. g :
£ .comotive SW Platform
COVESA will focus on vehicle data and services as well as I %

cloud interaction v >
AUTOSAR will offer an open interface for the overall system bl Sl Z

o [Tar=1=y )
architecture and the in-vehicle network Middleware @ dge Enabler m

D coce S | IISBEZn;

The collaboration will start with a Vehicle API concept being Colz S
discussed by both organizations.

bervices

A joint proof of concept demonstration showing F\V Platform, | Data Center

a seamless integration of communication .
exchange of data Cloud / On Premise ,
Vehicle Infrastructure Sensors x Zones / ECUs I Actuators )

access of services between cloud and in-vehicle ECUs.
*Example view without being complete
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& IBA(LEBHOBIN-EEHORI-T-

HENEEFRORI

onctons e e
VY-YTLEOSSIIAZTFAE g

® — -f.i- LJ TC ;f El\] jd'i-'i %HJ}{’F U & '/[—J_- L\ D T e I Tookchain Collaboration  Monitoring Analytics

. Extipsa. SOV C1, CD, SW Distrib.
o UTOEHICHTAETS W sovee  cross OEM feet Toolchain API

Predictive = ;
ViRl Digital Twins Data Center

B covesa
. THEMT W s -
Gaia-X, Catena-X _ Simulation / Verification API
. E *E 'ﬁE % 0) [EI J\E{; . CNCF I SS:;ZS SimulagJ:NSi‘c\e/:Iidaﬂon Edge Enabler
. FELEERORE W cusov I * offboard comect Automotive API
. I U Applications

Platform Services

Execution Environment

. Autoware Foundalion
H B ORE(R N o | I

the picture depicts just the principle. The representation has neither
the claim to completeness nor to 100 percent precision. HW Platform
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BIEE(LFEIDOENIM-SDV Alliance-

_ FORD'S ELECTRIC.
. FUTURE ISHERE

5 &6 0P S

i

 SDV WORKSHOP *

Face2Face Workshop hosted @ Ford in Cologne on collaboration
and solving the SDV together as a first result of continuous
alignment
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FIEHEL;EEIDEIE-SDV Alliance : Blue print-

5 SDV Allia
=g digital.auto
Achitecture || Integration Blueprint COVESA
Sicpanty || AUTGSSAR
4 <& digital.auto
i : |
v v & HPC1 High Performance Compute Velocit VI App | Vethice 2 g l
' llllllllIlllllII.I..lllllIIIIIIIIIIII’ W | mcﬂ Iy
savapp T\O i
: NVIDIA Jetson Orin ! i !
Al Performance : 275 TOPS (INT8)
’ N e Data Broker
g:i.szms CUDA cores + 64 Tensor C— sov Eclipse Kuksa
CPU: 12 cores Arm Cortex-A78AE 1‘
Ubuntu 22 desktop + Dream0$
_ untu sktop + Dream! Al Em I-q_
AWS Graviton .g
aws | | Il e -
| ! DBC Mapping File :
N E| Kuksa 1......--.---..........-.--..--...--.-........-.-----p: J Kuksa Data Feeder «——  CANsignal 2 VSS |
I—— NXP 532G2: GoldBox ! —— mapping |
@ Multiple network interfaces, g ' 1
SOAFEE featuring 1IBCAN/CANFDand12 < ‘"ot oT oot omo oo mmommmmomm e
Ethernet ports SOAFEE

v +

AUTOSAR Classic

P
AUTESSAR

sssssp deployment

IFancomol‘

Board TC275Lite

AUTOSAR Classic

AUTSSAR |

CONFIDENTIAL

nce

—

SOAFEE

——p communication

AWS Cloud: SOAFEE EWAOL
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© DENSO CORPORATION All Rights Reserved

DENSO

Crafting the Core

@ bz -

11 32



FAEE{LEENDENR-AUTOSAR & COVESA:AUTOSARDAI-7-

B crco | owomouon | cotommor e |
T in API

SDVI3ZD1Y5-J1-A(C
FYUEFRENSN D

YAT LHMEMEICENIEES
(FEAIH-TI-ADIEHEAL,
DAL A

Digital Twin Predective Maintenance

Cloud Services
Pl

Functions / Applications
Function 1 Function 2 Functipn 3

Automotive SW Platform

Edge Enabler Simulation & Verification Services

AUTOSARMDAI-J

Data Center (Cloud / On Premise)

DENSO ASIFA2  2024.04.18 12 132
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SHE(LTEBDENE-AUTOSAR : Automotive API-

Goals

* Open standard to support safe and secure access to vehicle
data and services

« For on-board applications and off-board applications
* For Automotive and Non-Automotive Service Providers

Crafting the Core



AL EENDOEN R -AUTOSAR : Automotive API-

Stakeholders

Non-Automotive
Service Providers

Vehicle Automotive Service
Users Providers

DENSO

Crafting the Core
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RIEAR(LFEIDE R -AUTOSAR : Automotive API-

Example Vehicle EE To

Vehicle
Users

DENSO ASIFfe%  2024.04.18

Crafting the Core © DENSO CORPORATION All Rights Reserved .

nology

Automotive Service
Providers

Non-Automotive
Service Providers

CONFIDENTIAL

Zone Controller
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FAEELIESIDENM-AUTOSAR : Automotive API-

Scenarios

_ — : , Non-Automotive
Vehicle APP Automotive Service . )
o Provid Service Providers
Users ] roviders
Application
API
DENSO ASIFfE%  2024.04.18 16 52
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FAEELIESIDENM-AUTOSAR : Automotive API-

Scenarios

ASP

— )
Vehicle APP EP /APP NonjAutom9t|ve
API Service Providers

Users API Calling

Application

API
deployment

API Endpoint

API Calling

Application /
Endpoint

DENSO ASIFA2  2024.04.18 17 132
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FAEELIESIDENM-AUTOSAR : Automotive API-

Scenarios

= ASP
|
Vehicle AP P ¢
API API

API Calling
Application

Users
]

API
deployment

API Endpoint

API Calling

Application /
Endpoint

ASIF8&  2024.04.18
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ZIEXLZENDEIE-AUTOSAR : Automotive API-

Scenarios

Vehicle
Users

DENSO

Crafting the Core

ASP

o= Emm E—— oy,

APP APP

v
EP/APP

_—_/

\

APP

NASP
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API Calling
Application

API Endpoint

API Calling

Application /
Endpoint
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E{LEENDOENIE-AUTOSAR : Automotive API-

Standardized
Data Catalog

API specification |

Payload
Encoding

Methodology
and Tooling

In-Vehicle Data
and Service
Specification

ASIFfe%  2024.04.18

© DENSO CORPORATION All Rights Reserved.
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Cloud Middle-ware

Cloud Framework

Cloud Computing Resources

Cloud

N

API

IE%HHHEHII

Microprocessor

Apps

AUTOSAR
Adaptive

(O

Hypervisor
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FAEELIESIDENM-AUTOSAR : Automotive API-

Cloud
Contributions Apps

API

COVESA

Cloud Middle-ware

Standardized
Data Catalog

API specification

AUTSSAR

Payload Methodology VISS ) AUTOSAR
Encoding - and Tooling Adaptive

Gateway

oS
i Hypervisor
In-Vehicle Data \ Microprocessor
and Service

Specification

DENSO ASIFA2  2024.04.18 21 32
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B IFLE(LIEEIDENM-AUTOSAR : Automotive API-

COVESA Automotive APl Open Project
J « AUTOSAR joins forces with other

VSS organizations (e.g. COVESA, W3C)

* Reuse existing technical building blocks

of the solution together with project
partners, e.g.
AUTSSAR « Extending VSS Catalog
» Adding further transport protocols
» IR « Refining In-Vehicle Data Specification
Gateway

4 4 * Map the VISS security concept to the
vehicle (Identity Federation)

Enable semi-automatic code generation of

J ARXML VISS Gateway

J » Continuously improve each building block

VISSv2-
transport

v

DENSO
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HIRHE(LREIDENF-COVESA : VSS -

COVESA Signal definition comply with VSS ™

Vehicle. ADAS branch
Vehicle. ADAS.ActiveAutonomyLevel sensor  string
5 attribut _, .

Vehicle.ADAS.SupportedAutonomyLevel “ string
Vehicle. ADAS.CruiseControl branch
Vehicle.ADAS.CruiseControl.IsEnabled actuatorboolean
Vehicle. ADAS.CruiseControl.IsActive actuatorboolean
Vehicle.ADAS.CruiseControl.SpeedSet actuatorfloat
Vehicle.ADAS.CruiseControl.IsError sensor boolean
Vehicle. ADAS.LaneDepartureDetection branch

Vehicle.ADAS.LaneDepartureDetection.IsEna

bled actuatorboolean

Vehicle.ADAS.LaneDepartureDetection.IsWar,

. nsor olean
ning sensor boolea

Vehicle.ADAS.LaneDepartureDetection.IsErro

i sensor boolean

Vehicle.ADAS.ObstacleDetection branch

Vehicle.ADAS.ObstacleDetection.IsEnabled actuatorboolean

Vehicle.ADAS.ObstacleDetection.IsWarning sensor boolean

DENSO ASIFfe%  2024.04.18

Crafting the Core DENSO CORPORATION All Rights Reserved

MELIA
All Advanced Driver Assist Systems data.
Indicates the currently active level of autonomy according to SAE J3016 taxonomy. FUELTYRE

Indicates the highest level of autonomy according to SAE J3016 taxonomy the vehicle is capable of. AVERAGECONSUMPTION

Signals from Cruise Control system.

Indicates if cruise control system is enabled (e.g. ready to receive configurations and settings) True = Enabled. False =
Disabled.

@ wonanc @ oranch () senson (@) AcTuaToR

Indicates if cruise control system is active (i.e. actively controls speed). True = Active. False = Inactive.

Set cruise control speed in kilometers per hour.

Indicates if cruise control system incurred an error condition. True = Error. False = No Error. VSS Sl g nal

Signals from Lane Departure Detection System. St ru CtU re

Indicates if lane departure detection system is enabled. True = Enabled. False = Disabled.
Indicates if lane departure detection registered a lane departure.

Indicates if lane departure system incurred an error condition. True = Error. False = No Error.
Signals form Obstacle Sensor System.

Indicates if obstacle sensor system is enabled (i.e. monitoring for obstacles). True = Enabled. False = Disabled.

Indicates if obstacle sensor system registered an obstacle.

23 /32



BIEELBENDENR-AUTOSAR : #i1OY 27 FVehicle Data Protocol-
AR LTETL NGBS, SHET-TEEHZEHOTONII

Criterion
Topic Strategy DLT Diagnostics | XCP
UDS) Central HPC Remote ECU
Dominant / target usage Dev Prod Dev
environment
(L ELOE) CEIRI et 0l N Y Y «—t»| Data Collector —voP—| Data Source
patterns (e.g. get- (e.g. service
request, actively 0x22)
reading)
Push Y Y Y
(e.g. by (by active code (Response on
notification) instrumentalizatio Event)
n: calling DLT-
APls)
Direct data selection N Y Y
(only via setting of | (selection via (address-
log-/trace-levels e.g. DID; based) Remote ECU
per app id or ctx however, In
id) practice are
multiple data
elements
aggregated in SWC
one DID)
Data B On data Y Y Y
transmissio | £ retrieval/ RTE
n patterns 3 reception
° Periodically N Y Y
% synchronou (not commonly
3 sly to data used)
° retrieval BSW
= Periodically N N N
E When other N N N
s condition is
52 h
e fulfilled (e.g.
3® buffer full,
external trigger Control Data
Security features for N Y N
control and data l

DENSO ASIFfA%&  2024.04.18 24 32
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HZIEEAL;EEDOEIM-AUTOSAR : #1127 FVehicle Data Protocol-

Use cases of the protocol VDP and the CP component VDP CM Remote are:

CONFIDENTIAL

1. The dynamic collection of data from ECUs in the vehicle. Therein it shall support both data following a push semantic (notifications,
event-based) as well as data following a pull semantic (get-APIs); c.f. 7able 1. The transmission may happen immediately after sampling,
but it may also be delayed until a transmission trigger condition is fulfilled.

2. The dynamic collection of sensitive data analogously to the previous use case.

w

responds/provides data to one VDP Consumer.
5. Average and high-throughput bus systems, such as CAN, FR, Eth.

No use cases of the protocol VDP and the CP component VDP CM
Remote are:

1. The transmission of control messages and data messages

VDP Consumer
HPC 1

between vehicle and cloud required for realizing data collection
campaigns over vehicle fleets.

VDP Provider
Remote ECU

2. The retrieval/distribution of data for functional safety relevant use
cases.

3. One VDP Provider responding/providing data to multiple VDP
Consumers.

4. Data retrieval via extremely low-throughput bus systems, e.g. LIN.

5. Calibration in the sense of XCP of the VDP Provider ECU.

DENSO

Crafting the Core

no VDP
support

Remote ECU

no VDP
support

GW-ECU

Remote ECU

Collection of (sensitive) data according to (1.) and (2.) in ECUs which require different safety certification levels.
4. Multiple in-vehicle instances of VDP Consumers are possible which retrieve data from a specific set of VDP Providers. One VDP Provider

Ethernet

VDP Provider
Remote ECU

Remote ECU

VDP-Provider

Remote ECU

Legend
VDP Network 1
VDP Network 2

Ethernet
CAN(-FD)
FlexRay

GW-ECU

Remote ECU

'VDP Provider

Remote ECU

'VDP Provider

GW-ECU

CAN(-FD}/ FlexRay

Remote ECU

Remote ECU

no VOP
support

Remote ECU




H AL EENDEN R -SOAFEE-

Scalable Open Architecture For Embedded Edge project(SOAFEE)
o ArmPEZLT2021F9A (TR
« Governing Body Members: 71 = 9%t (arm. Aws. Bosch, CARIAD, Continental, Red Hat, GM., Suse, LG electronics)
 Voting Members: 1084t (2023 B9 KFE)  (DENSO. ETAS. AMD. Green Hills, Qualcomm, Renesas %)

- A0-J&EBH

o A-TINDRIVI-LBT-FTIFvEUIPLYAEE
* Blueprint/lC&%PoC . CodeA—-2A

- BTEIEZREM (Mixed Criticality)a$Fo7z, 73VEHBIVIELTOYIMERZRIBEICT S
* Environmental Parity

o JIUMNBIYIETOYY-ADREEREDREL

« BEEOIVY-YT L, 0SSTOVII M BE{HkEDEE LT (BESRRBILELEW)
* Eclipse SDV, COVESA, AUTOSARftt,

DENSO
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E{LiEENDENE-SOAFEE : BE 95 M-

CI/CD (Continuous Integration / Continuous Delivery) = container

Infotainment App ADAS Service

OS / Container %

Arm SystemReady standard based Virtual Compute Environment SOAFEE

Orchestrator

Cloud Native
Infrastructure

Mixed Critical l 1 Containerized App deployment Cloud to Automotive
Edge Environmental

‘ ’ Parity
Infotainment App ADAS Service

»
>

b g

0S / Hypervisor SOAFEE
Firmware
arm SystemReady

Common Silicon Hardware

Source: SOAFEE

'S 2024.04.18
27 /32
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ELEENDENE-Eclipse SDV-

Eclipse Foundation'20225 3 A [CSDVICBIE S BEclipse 7 O0I 17 FDRFAD=8HIZWorking Group %%
FMEDSDVDI=HDA-TVTT7)0I-53Y N IA=LTHY, A-TI ATV - &FERBLTEHET L-FOESEY T

FIITATYIDA )R- 3V %IRRT 5L ICEREES

40 member

(2023/108F 1)
Arm. ETAS. IBM.
GM. Qualcomm.

Bosch. Red Hat.

&

SOAFEEDAY\—¢&
BELTNBAAYN-
£% W

ASIFfe%  2024.04.18
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The SDV Landscape: how we are evolving

é’- Design: Development: Testing & Deployment: || Process &

> ArchE Autowrx, Validation: Documentation:

a Dev Console OpenXilEny, @

b= OpenDuT muto

% WVEID:&;

L

o § ; T o .

E = Middleware & Frameworks: Communication || Digital Twin:

e o S Heimlig, p3com, = protocol:

2Es SommR )

s E L ® e ©1beji

& 8 “coren ©Chariott uProtocol

B { =

==} Workload &
- . . .

E o gor:amer From Middleware-centric to
I rchestration: .

g % BlueChi Blueprints & DevOps

X g @{Aﬂ S ;gﬂ NC’P%

Blueprints
Fleet
Management,
ROS Racers,
Insurance &
Data Spaces

CONFIDENTIAL

Source: Eclipse

Distributions

@ Leda

Example
Applications
ADAAA,

Ambient Light Serv.,

@uto

28 /32



ZBIEE(EEIDENIM-I1SO(TY1-)l) TSDVICEIET B1RHE-

« |ISO 20077-1,2:Extend vehicle(ExVe) methodology
* |SO 20078-1,2,3,4:Extend vehicle(ExVe) web service

« ASAM SOVD(Service Oriented Vehicle Diagnosis) is also started in ISO
standardization, and AUTOSAR collaboration is ongoing

* |SO 23150 (Data communication between sensors and data fusion unit for
automated driving functions) is developing

« China proposes “Vehicle-Info OS” as an ISO standard that will be decided if
the project will be started

« Other general software related ISO standards are in ISO/IEC JTC1 Information
Technology

Crafting the Core



ISOIEHELAUTOSARDVYEY Y

ExVe API

§AT7)FIes

SOVD API F Automotive API

Automotive API

DENSO ASIFfS2  2024.04.18 30/32
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« BEEERTIE A-TYI1ZTFE 2B L TSDVORKMRARENIIEL TS

SDVOFMTFF S ZIRITES). FEENFEBTCOITIRL-Y3y (TAVATA
HBE) hwE

AUTOSAR, COVESA. SOAFEE. Eclipse SDVH'SDV Alliancez /A3 Li=h'. BEERY
BEENIRICEER

AUTOSARIZEMICEHINAEUCOERYIRITITISENT S
o ISONIEXE Y MEAEN NI N HY ., SERBELRERNEZFIND
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