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*NIST(National Institute of Standards and Technology)
=77 XU HEARERATATT AR

o * AT 218
= <)
https://www.keylength.com/en/4/
Date Security Strength Symmetric Factoring Discrete Logarithm Group Elliptic Curve Hash (A) Hash (B)
Algorithms Modulus Key

Legacy (" 2TDEA 1024 1024 SHA-1 @
SHA-224
(3)
2019 - 2030 112 (3ATE'?SF?2)8 2048 224 2048 224 SHA-512/224
SHA3-224
SHA-256
22158' (2)?]30 128 AES-128 256 3072 256 SHA-512/256 KI\S/IHA%-1128
! SHA3-256
SHA-224
22138' (2)230 192 AES-192 384 7680 7680 384 SSHHAA3'_3388‘Z SHA-512/224
' SHA3-224
SHA-256
SHA-512/256
SHA-384
2019 - 2030 SHA-512 SHA-512
& beyond 256 AES-256 15360 512 15360 512 SHA3.512 SHA3.955
SHA3-384
SHA3-512
KMAC256

All key sizes are provided in bits. These are the minimal sizes for security.
Click on a value to compare it with other methods.

1. Algorithms and key lengths for 80-bit security strength may be used because of their use in legacy applications (i.e., they can be used to process cryptographically protected data). They shall not be used for applying cryptographic
protection (e.g., encrypting).

2. SHA-1 has been demonstrated to provide less than 80 bits of security for digital signatures, which require collision resistance. In 2020, the security strength against digital signature collisions remains a subject of speculation.

3. Although 3TDEA is listed as providing 112 hits of security strength, its use has been deprecated (see SP 800-131A) through 2023, after which it will be disallowed for applying cryptographic protection. The use of a deprecated
algorithm means that the algorithm or key length may be used if the risk of doing so is acceptable.
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® XX (plaintext) BT BRIDITTDONE., FEBEXZES Uz EDXE,
® 5=  (ciphertext) EXEESIEUIZED,

® f5=S1E  (encryption) EXZEBESX(CERIT D &,

® E5 (decryption) BEENZEX(CEMIDE, (BEILEEFEDIRW)

® BES{LEE (encryptionkey) FESILDERICFIFAESNDHE

® B8  (decryptionkey) ESDIRICFIFHAESNDEE
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RSA (Rivest—Shamir—Adleman)
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EVITA/SHE MCU #BEZE 3K

HSM(Hardware Security Module)(CSkebBNBdF 1 U r #geZ 1 K

EVITA full
Assumption V2X
Use case
Internal CPU Yes
Code Flash Yes
RAM Yes
EEPROM Yes
(Data Flash)

HW crypto algorithms AES-128,
ECC-256,
WHIRLPOOL

Generator

AES : Advanced Encryption Standard (Key size 128 bit), ECC : Elliptic Curve Cryptography (Key size 256 bit), PRNG : Pseudo Random Number Generator

TRNG : True Random Number Generator, WHIRLPOOL : One of Hash function

EVITA medium
Automotive

ECU

Yes

Yes
Yes
Yes

AES-128

Random Number AES-PRNG w/ TRNG seed | AES-PRNG w/ TRNG seed

EVITA light

Automotive
ECU

No(state machine)

AES-128

AES-PRNG w/ external
seed

SHE
ECU

No(state machine)

No
Yes

Yes

AES-128

AES-PRNG w/ TRNG seed

© 2021 Renesas Electronics Corporation. All rights reserved.

Page 38

AST-AA-21-0030_00

BIG IDEAS FOR EVERY SPACE M z E N ESAS



EVITA Light

4 N
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\§ J
( Debug \<-> t
S ’ Data Flash
Secure
Y51
N HEF/E%%(AES)OHE{
A Dz O DELENZFRNG) DR

%%ﬁw&ﬁﬁw%@ﬁ¢172hv—)®k&
(CPUNM SIS #EZ FidrHh 9 C &(FXTE/RLY)
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EVITA Medium

Code Flash

H S M | Secure

Code

(Program)
CPU 4>| |/D< { '"(t:eprﬂa' J
o
e

B (52 EE2R(AES) DR @

B ES 4R D Tz DELEES(RNG) DI

B BSHREOTF 1 77IBHREFOROTLF I T A ML —20R M
(CPUNSTZF 1 7B ZFHE T CEETERNY)

B UF1777005 LA %FETIDEOEHIternal CPU, TF1 77X ML —201R M
(CPUM SInternal CPUDTF 1 77700 S hxindHH T C EIETERRLY)
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EVITA Full

Code Flash

H S M . Secure

Code

I Internal s~ (Program)

ST

N Hﬁ%giz%%a(AEs, NFHERES, /W S 1 ) DI
SHEA R DTz O DELELESRNG) DR
BSREOTF 1V BHRIEFOAEDTF I 77 A ML —201E M
@Wﬁbﬁ$17hﬁ%m%ﬁ?;tﬁfﬁmm)

B UF1777005 LA %FETIDEOEHIternal CPU, TF1 77X ML —201R M
(CPUNMSInternal CPUDZF1 7T O0 S Lh%ximdHtE I S EETERRW)
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EDNZEIRGEECED
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)z HERHED
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D Avt—5REE(CMAC)

= CMAC: Cipher based MAC (Message Authentication Code)
= EVITA lightZERDAES128E v NTEIRR]EE

> 2w NJ—2OREBNDAIE 7Otz X = HEBR O] B8
> FUDS AT LZHRER O SN TULDIEESHEFRARIEE
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Z{SECU

ﬁ =
%‘ EW . i)

W HE M\TZ i

T r‘—|h—l‘1—
=]

5EHE
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F T W IIER

Data -
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NAd>

AES —_
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