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IVI: In-Vehicle Infotainment
OSS: Open Source Software
V2X: Vehicle-to-Everything
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IVI: In-Vehicle Infotainment
V2X: Vehicle-to-Everything
JTAG: Joint Test Action Group
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IVI: In-Vehicle Infotainment
UART: Universal Asynchronous Receiver/Transmitter
OBD: On-Board Diagnostics
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UART: Universal Asynchronous Receiver/Transmitter
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UART: Universal Asynchronous Receiver/Transmitter

Infotainment CAN

VI

Main Board

Linux

Bluetooth
Wi-Fi

UART

4 uCOM Board

CAN uCOM

SYS uCOM

© 2020 Synopsys, Inc.

11



= 1EH BB =1 (Responsible Disclosure)

« 2019F10A X ) T4 ) H—Fv—HOEM
(23t LER &

— I&EE3H5ER1 (Responsible Disclosure)

« 2019 12 AOEMM iR EAFEER

« 2020F3 A OEMM B T RI%4E 3t Sz 2 B

« 2020F3AtFX ) T4 ) —Fv—HRRED
B <) —% N6

- S‘/"[]PS\/S® © 2020 Synopsys, Inc. 12



WENDEH| #2

Y synorsys



SE: Secure Element
BCM: Body Control Module
LF: Low Frequency
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SE: Secure Element
BCM: Body Control Module
LF: Low Frequency
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SE: Secure Element
BCM: Body Control Module
LF: Low Frequency
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BCM: Body Control Module
BLE: Bluetooth Low Energy
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TARA: Threat Analysis and Risk Assessment
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TARA: Threat Analysis and Risk Assessment
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SBOM: Software Bill Of Materials Oae & .
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OSS: Open Source Software
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OSS: Open Source Software
IVI: In-Vehicle Infotainment
UART: Universal Asynchronous Receiver/Transmitter
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TARA: Threat Analysis and Risk Assessment
IVI: In-Vehicle Infotainment

UART: Universal Asynchronous Receiver/Transmitter

WE/NR:2,3, 4/ T HEFa)T4V)a—23Y

VI

Main Board

Linux

Bluetooth
Wi-Fi

T UART

4 uCOM Board

CAN uCOM

SYS uCOM

© 2020 Synopsys, Inc.

28



IVI: In-Vehicle Infotainment
TARA: Threat Analysis and Risk Assessment
SecOC: Secure Onboard Communication
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SE: Secure Element BLE: Bluetooth Low Energy
BCM: Body Control Module OSS: Open Source Software

LF: Low Frequency
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SE: Secure Element BLE: Bluetooth Low Energy
BCM: Body Control Module TARA: Threat Analysis and Risk Assessment

LF: Low Frequency
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OSS: Open Source Software .
TARA: Threat Analysis and Risk Assessment dennls.kengo.oka@ Synopsys.com
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